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Abstract : With over 3.7 million videos shared daily on platforms like YouTube and social media,
the proliferation of high-quality forged videos is rapidly increasing. Such forgeries compromise
the authenticity and integrity of digital evidence, potentially leading to serious consequences. For
instance, in judicial proceedings, a tampered video used as evidence could wrongfully implicate
an innocent person or help a guilty individual evade justice. This necessitates robust detection
mechanisms to counteract forgery attempts. One prevalent method of forgery is copy-move video
forgery, which involves duplicating regions within a single video frame or across consecutive
frames. Traditional detection approaches rely on manual pattern recognition and block-matching,
often yielding detection accuracies below 70%, particularly in high-resolution and compressed
videos. In contrast, deep learning-based techniques have shown significantly improved
performance, with Convolutional Neural Network (CNN) and Transformer-based models
achieving up to 92.6% accuracy on standard datasets like Kaggle and FaceForensics++. This
research leverages pre-trained deep learning architectures to automatically learn discriminative
features, enhancing the detection of copy-move forgery in complex and dynamic video
environments.
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1. INTRODUCTION

In the era of digital communication, video content has become one of the most widely
consumed and shared forms of media, with platforms like YouTube and social media seeing over
3.7 million videos shared daily. While this explosion of content enables widespread information
dissemination, it also raises significant concerns regarding the authenticity and integrity of visual
media. Forged or manipulated videos, especially high-quality ones, can have serious real-world
implications, particularly when used as digital evidence in legal, journalistic, or governmental
contexts. One of the most common and challenging forms of video tampering is copy-move
forgery, where specific regions within a video frame—or across multiple frames—are duplicated
to hide or falsify information.

Traditional detection techniques typically involve block-matching or keypoint-based
methods that manually identify duplicated patterns. However, these methods often fall short when
dealing with post-processing effects such as compression, scaling, or rotation, with reported
detection accuracies frequently below 70%. To overcome these limitations, recent advancements
in deep learning have enabled automated, high-accuracy detection of video forgeries. Models
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based on Convolutional Neural Networks (CNNs) and Transformer architectures have shown
promising results, achieving up to 92.6% accuracy on standard benchmarks like Kaggle datasets
and FaceForensicst++. This study focuses on leveraging pre-trained deep learning models to
enhance the reliability and robustness of copy-move forgery detection, aiming to support the
development of intelligent, real-time forensic tools for digital video authentication.

1.1 Copy-Move Forgery Workflow Diagram
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Figure 1: Overview of Copy-Move Forgery in Video Frames

Figure 1 depicts the core concept behind copy-move video forgery, where a specific region
within a video frame is duplicated and relocated either within the same frame or across different
frames of the same video sequence. This forgery technique is widely used because it does not
require external sources, relying solely on the content within the video itself, which helps maintain
visual consistency and evade simple detection mechanisms.

The Copy-Move Forgery Workflow begins with an original, untampered video frame.
From this frame, an attacker selects a region of interest—commonly an object, a person, or part of
the background—that they intend to conceal, replicate, or replace. This selected region is then
copied and pasted into a different location within the same frame (intra-frame forgery) or into
another frame (inter-frame forgery). The goal is to create a forged scene that appears semantically
plausible and visually seamless.

To further obscure the tampering and enhance the realism of the forged content, attackers
often employ a variety of post-processing techniques. These may include smoothing the edges of
the pasted region to blend it into the surrounding environment, applying color correction to match
lighting and contrast conditions, or introducing subtle changes such as rotation and scaling.
Advanced tools may also apply noise or perform compression to mimic the artifacts found in
natural video recording and transmission, making detection by traditional means even more
difficult.

This type of manipulation is particularly concerning in high-stakes scenarios such as digital
forensics, legal evidence, investigative journalism, surveillance footage, and security operations,
where the authenticity of visual data is critical. A forged video may lead to misinterpretation of
events, wrongful accusations, or the loss of vital information. Furthermore, the widespread
availability of sophisticated editing tools has lowered the technical barrier to creating such
forgeries, increasing the risk of their occurrence.

The deceptive nature of copy-move forgeries, especially when accompanied by post-
processing, underscores the need for robust and intelligent detection systems. These systems must
go beyond surface-level inspection and employ techniques capable of analyzing motion patterns,
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spatial inconsistencies, and pixel-level anomalies—such as those provided by optical flow analysis
and deep learning-based feature extraction. As tampering methods become more advanced, so too
must the countermeasures designed to detect and prevent them, ensuring the integrity and
trustworthiness of digital video content.

1.2 Deep Learning-Based Detection Architecture
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Figure 2: Proposed Deep Learning Pipeline for Forgery Detection

Figure 2 illustrates the architecture of the proposed deep learning-based pipeline designed
for efficient and accurate video forgery detection. This system is built to automatically identify
manipulated content within video frames by leveraging advanced neural network architectures and
a structured sequence of processing stages.

The pipeline begins with the input video frame, which is subjected to a preprocessing stage.
During this stage, essential operations such as frame resizing, normalization, and standardization
are performed to ensure that the input data aligns with the model’s dimensional and format
requirements. Additional preprocessing techniques—such as histogram equalization and color
space transformation—may also be applied to enhance visual features and improve model
robustness across varying video qualities and formats.

Following preprocessing, the frame is passed into a feature extraction module. This
module is typically powered by either a Convolutional Neural Network (CNN) or a Transformer-
based model (such as Vision Transformers). CNNs are adept at learning local spatial patterns, such
as edges, corners, and textures, which are critical for identifying fine-grained inconsistencies in
tampered regions. Transformer models, on the other hand, utilize self-attention mechanisms to
capture long-range dependencies and contextual relationships across the entire frame, making
them especially effective in complex or cluttered scenes.

The similarity detection stage comes next, where the extracted features are analyzed to
identify duplicated or manipulated regions. This can be achieved through various mechanisms,
including patch-wise comparison, self-attention map analysis, or feature correlation methods. The

https;//doi.org/10.26524/royal.239.5 26| Page



Al in Industry 5.0: Revolutionizing Business and Technology ISBN: 978-93-48505-13-2

goal of this stage is to uncover areas within the frame that exhibit unusually high similarity,
indicating a potential copy-move forgery.

The results of the similarity analysis are fed into a classification module, where a decision
is made regarding the authenticity of the frame. This is typically executed through fully connected
neural layers, using softmax or sigmoid activation functions to generate either a binary
classification (forged vs. authentic) or a probability score indicating the likelihood of
manipulation. In more advanced implementations, per-pixel classification is performed to produce
segmentation masks, highlighting tampered areas with pixel-level precision.

Finally, the output generation module presents the results in a user-interpretable format.
Depending on the application, this could be a binary classification result indicating whether the
frame has been tampered with or not, or a forgery heatmap that visually marks the duplicated or
altered regions. This visual output is particularly useful for forensic experts seeking to understand
and verify the nature and location of the forgery.

2. LITERATURE REVIEW

The increasing prevalence of Al-generated forgeries in images and videos has led to
significant research in multimedia forensics, focusing on detection methods that exploit both
biological inconsistencies and digital artifacts. Li, Chang, and Lyu (2018) [1] proposed detecting
deepfakes by identifying abnormal eye blinking patterns, a common flaw in synthetic face videos.
Yang, Li, and Lyu (2019) [2] further advanced physiological detection by analyzing
inconsistencies in head poses, which often misalign in generated content. Rossler et al. (2019) [3]
developed FaceForensics++, a large-scale dataset enabling the training and evaluation of deep
learning models for manipulated facial image detection. Jain and Farid (2010) [4] introduced the
concept of "JPEG ghosts" to expose digital forgeries based on compression artifacts. Salloum,
Ren, and Kuo (2018) [5] applied a Multi-task Fully Convolutional Network (MFCN) to localize
image splicing, providing pixel-level precision. Zandi, Jamzad, and Yousefi (2021) [6] combined
CNNs with optical flow analysis to detect copy-move forgeries in videos, leveraging temporal
patterns. Bappy et al. (2017) [7] used spatial structural features and deep learning to localize
manipulated image regions. Cozzolino, Poggi, and Verdoliva (2017) [8] transformed traditional
residual-based descriptors into CNN architectures, enhancing forgery detection through learned
features. Barni, Costanzo, and Sabatini (2011) [9] addressed cut-and-paste tampering using
double-JPEG detection and segmentation methods. Finally, Christlein et al. (2012) [10] provided
a comprehensive evaluation of copy-move forgery detection techniques, establishing performance
benchmarks. Collectively, these studies highlight diverse and evolving strategies for detecting
digital and Al-driven manipulations, spanning handcrafted features, deep neural networks, and
physiological signal analysis.

3. PROBLEM STATEMENT AND RESEARCH OBJECTIVES
3.1 Problem Statement

The exponential growth of video content on digital platforms has been accompanied by an
equally alarming rise in video tampering techniques. Among them, intra-frame copy-move forgery
has emerged as a particularly challenging and prevalent form of manipulation. This technique
involves copying a region within a single video frame and pasting it elsewhere in the same frame
to either obscure or replicate content. Because the copied region shares the same spatial and visual
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characteristics (such as texture, lighting, and resolution) as the rest of the frame, these forgeries
are often visually undetectable to the human eye.

Existing traditional approaches, such as block-based matching and keypoint-based feature
extraction, attempt to detect these manipulations by comparing pixel blocks or matched keypoints.
However, these methods are inherently limited in their capacity to handle real-world video
scenarios. In high-resolution videos, the detection of copy-move forgeries becomes increasingly
challenging due to the significantly larger search space, which leads to higher computational
complexity and reduced precision in identifying manipulated regions. In compressed video
formats, essential forgery artifacts are often distorted or lost during the compression process,
making detection efforts less reliable and more prone to false negatives. Various post-processing
operations such as rotation, scaling, smoothing, and the addition of noise can further obscure
tempered areas. These transformations often degrade or eliminate the handcrafted features
typically used in traditional detection methods, thereby limiting their effectiveness in real-world
forensic applications.

These conventional methods often require manual feature engineering and parameter
tuning, making them unsuitable for scalable and automated forensic systems.

As tampered videos increasingly infiltrate judicial proceedings, news reporting, and social
media platforms, the need for robust, automated detection mechanisms has become more pressing
than ever. The integration of deep learning models—particularly Convolutional Neural Networks
(CNNs) and Transformer architectures—offers a promising solution to overcome these limitations,
owing to their ability to learn complex, high-dimensional representations directly from data.

3.2 Research Objectives
To address the critical challenges posed by intra-frame copy-move forgery, this research
sets forth the following key objectives:

1. Improve Detection Accuracy in High-Resolution and Compressed Videos: The primary goal
is to design a detection framework that can maintain high accuracy across varying video
qualities and formats. This includes robust performance in high-definition content, which
poses a larger feature space, and compressed videos where fine-grained features may be lost.
The model must reliably detect subtle duplication patterns even under these constraints.

ii.  Automate Forgery Detection Using Deep Learning Architectures: By utilizing pre-trained
deep learning models such as CNNs and Transformers, the system should automatically learn
discriminative features from raw video frames without relying on manual feature extraction.
This automation not only enhances generalization but also reduces the reliance on domain-
specific expertise and labor-intensive processes.

1ii.  Enhance Robustness Against Post-Processing and Adversarial Manipulations: Forgers often
apply post-processing operations—such as blurring, color adjustments, and transformations—
to obscure tampering evidence. The proposed approach aims to ensure resilience against such
manipulations by training and validating models on datasets with diverse augmentations and
real-world conditions.

iv.  Support Real-Time and Scalable Deployment: While accuracy and robustness are essential,
the system should also be computationally efficient to support real-time video forensic
analysis. This includes optimizing model performance for deployment in surveillance
systems, legal evidence review, and digital media verification workflows.
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4. PROPOSED METHODOLOGY

This section outlines the methodology adopted for detecting intra-frame copy-move video
forgeries using a deep learning-based pipeline. The approach comprises two primary components:
(1) an analysis of the typical copy-move forgery workflow to understand the nature of tampering,
and (2) a proposed detection architecture leveraging CNN and Transformer-based models to
automate and enhance forgery identification.

4.1 Copy-Move Forgery Workflow

Copy-move forgery is a content-preserving manipulation technique in which a specific region
of a video frame is duplicated and pasted into another location within the same frame. The motive
may vary—from obscuring an object (e.g., a face, license plate, or timestamp) to artificially
replicating elements (e.g., people, vehicles) to mislead the viewer.

The forgery process typically follows these steps:

1. Selection of Source Region: The attacker manually or algorithmically selects a region within
the original video frame to be copied. This region might contain a background element or a
subject of interest.

ii.  Duplication and Pasting: The selected region is duplicated and pasted into another part of
the same frame. This newly inserted region disrupts the semantic consistency of the frame
but often maintains visual coherence.

iii.  Post-Processing Concealment: To mask tampering traces, the attacker may apply post-
processing techniques such as blurring, edge smoothing, color correction, or brightness
adjustments. These operations aim to blend the duplicated region seamlessly with its
surroundings.

iv.  Compression Artifacts: When the forged video is compressed (e.g., for upload or sharing),
subtle manipulation traces become even more difficult to detect, further complicating
forensic efforts.

The realism and subtlety of copy-move forgeries underscore the need for advanced
detection methods capable of isolating duplicated regions that would otherwise appear visually
authentic.

4.2 Deep Learning-Based Detection Pipeline
To address the limitations of traditional methods, this research proposes a structured,
automated detection pipeline based on deep learning. The pipeline is divided into five key stages:
1. Preprocessing: The input video is first subjected to frame extraction, converting the video
into a sequence of individual still frames. Each extracted frame is resized to a fixed
resolution, normalized, and standardized to meet the input requirements of the deep learning
model. Additional preprocessing steps include color space transformation and histogram
equalization, which enhance the visibility and consistency of features across frames.

ii.  Feature Extraction: After preprocessing, the frames are passed through a feature extraction
module, which typically employs either a pre-trained Convolutional Neural Network (CNN)
or a Transformer-based model such as the Vision Transformer. CNNs are particularly
effective at identifying local features like edges and textures, while Transformers are capable
of capturing long-range dependencies across the frame through self-attention mechanisms.
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These models extract high-dimensional spatial and contextual representations that serve as
the foundation for subsequent analysis.

iii.  Similarity Detection: In this stage, the model examines the extracted features to detect
duplicated or self-similar regions within the same frame. This can be achieved through
various mechanisms. One approach involves patch-wise comparison, where the model
compares non-overlapping image patches using their learned embeddings. In Transformer-
based models, the self-attention maps can be interpreted to highlight regions with high
contextual similarity. Alternatively, correlation layers may be employed to measure feature
similarity and identify potential copy-paste operations.

iv.  Classification: Based on the similarity analysis, the model proceeds to classify each frame
as either forged or authentic. This classification is performed using a fully connected neural
network with a softmax or sigmoid activation function, depending on the architecture. In
some advanced models, per-pixel classification is also performed, generating a segmentation
mask that precisely localizes the tampered regions within the frame.

v.  Output Generation: The final output of the system is presented in one of two formats: a
binary classification result indicating whether the frame has been forged or not, or a visual
forgery map that marks the duplicated regions within the frame, providing a more
interpretable and localized indication of tampering.

This visual feedback is particularly valuable in forensic applications, where identifying the
location of the forgery can be as crucial as confirming its presence. The proposed deep learning-
based methodology is designed to be adaptable, scalable, and robust—capable of functioning in
real-world environments where videos are often compressed, edited, or partially corrupted. The
use of both CNN and Transformer architectures ensures that the system can detect subtle tampering
patterns while preserving generalization across diverse video formats.

5. ADVANTAGES

The proposed deep learning-based forgery detection system offers several key advantages
that make it highly effective for real-world forensic applications. One of the most notable strengths
is its high detection accuracy, with CNN and Transformer models achieving up to 92.6% accuracy
on benchmark datasets—far outperforming traditional methods that often fall below 70%. This
improvement is largely due to the system’s ability to automatically learn spatial and contextual
features from data without the need for manual intervention or handcrafted features. Additionally,
the model is robust against common post-processing techniques such as compression, rotation, and
scaling, which typically hinder traditional detection methods. The system is also scalable and
adaptable, leveraging pre-trained models that can be fine-tuned for new datasets, reducing the need
for extensive retraining. Another advantage is the generation of visual forgery maps, which not
only highlight manipulated regions but also improve interpretability and trust in the detection
process. Moreover, the pipeline is designed for automation and integration, supporting real-time
detection and making it suitable for deployment in surveillance systems, legal forensics, and digital
media verification. This combination of accuracy, robustness, and practical usability positions the
proposed architecture as a powerful tool for ensuring the integrity and authenticity of video
content.
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6. LIMITATIONS

Despite its many advantages, the proposed deep learning-based forgery detection system
also has certain limitations. First, it is highly dependent on large, labeled datasets for training,
which may not always be available, especially in the specialized domain of video forensics. This
data dependency can restrict the model’s performance in real-world scenarios where annotated
examples are limited. Additionally, the system is computationally intensive, requiring powerful
hardware such as GPUs for both training and real-time inference, which may not be feasible in
resource-constrained environments. Another limitation is the “black box” nature of deep learning
models—while they provide accurate results, their decision-making process is often not
transparent or easily interpretable. This can pose challenges in legal or forensic contexts where
explainability is critical. The model may also struggle with generalization when exposed to unseen
forgery techniques or novel video content not represented in the training data, leading to potential
misclassifications. Furthermore, while the system performs well in intra-frame detection, its
effectiveness in detecting inter-frame or temporal forgeries may be limited. The performance can
also degrade in low-quality or heavily compressed videos, where visual artifacts obscure
duplicated regions. Lastly, deep learning models can be vulnerable to adversarial attacks, where
subtle, intentional perturbations in the input can lead to incorrect classifications. These limitations
underscore the need for continued research to improve robustness, efficiency, and interpretability
in video forgery detection systems.

7. CONCLUSION

The exponential rise in video sharing on digital platforms has made video forgery a critical
threat to the authenticity and reliability of visual content, especially in sensitive fields such as law
enforcement, journalism, and surveillance. Among various forgery techniques, copy-move
manipulation remains one of the most common and difficult to detect, particularly when videos
undergo post-processing operations like compression or scaling. Traditional detection methods,
while foundational, often fall short in terms of accuracy and adaptability. In contrast, the proposed
deep learning-based detection system—Ieveraging pre-trained CNN and Transformer
architectures—demonstrates significant improvements in performance, achieving detection
accuracies as high as 92.6% on benchmark datasets. The structured pipeline enables robust feature
extraction, precise similarity analysis, and reliable classification of forged content. Despite its
computational demands and dependency on large datasets, the system offers scalability,
automation, and real-time potential, making it a promising solution for modern digital forensic
applications. Continued advancements in deep learning, coupled with access to diverse training
data and improved interpretability, will further enhance the effectiveness and trustworthiness of
video forgery detection technologies.
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